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MoTuBaums

® boTbl — noJsib30BaTesin, paCcnpoCTpaHAaoWmMe CnaM, yripaBiigeMble
3JTOYMbILWWHEHHUNKOM.

® B3noMaHHble — nonb3oBaTenu, yTpaTuBLLME [OCTYN K aKKayHTY,
yrnpaBJfieHNe KOTOPbIM MOJYYUST 3N10YMbILLNIEHHMK.

® [lonckoM 60TOB 3aHMMatoTCa MofepaTopbl. MogepaTtop -
COTPYLOHMK, Ybsl 33[a4a 3aK/104AETCS B NOUCKe 6OTOB 1
B3/IOMaHHbIX NOJIb30BaTENIeN HAa OCHOBE Xanob oT NnoJsib3oBaTenei
MW aHaNM3e NoJo3pUTENIbHOrO NOBEeAEHMS Nosib3oBaTeNen.

® BosHuKaloT cnegyolme npobnemsi:

® [lpv yBenunyeHne Konn4ecTsa Nosb3oBaTesiel HeobxoanMmMo
HaHWUMaTb bosibluee YNCII0 MOLEPATOPOB.
® MogepaTopbl MOMYT COBEPLLATb OLMBKM, UX CJIOXKHO O6HapYXUTb.
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O630p paboT

1. MeTo NOCTPOeHUst M aHaNM3a CTPYKTYpbl COLManbHOro rpadga

MeTop 3aksto4aeTcs B NOCTPOEHMM COLLanbHOro rpada v ero
JanblueriweM aHanuse. [1ng aHanmsa rpada Ucnosb3yoTcs
anropmuTMbl MONCKA KOMMOHEHT CUJTbHOW CBSA3HOCTU, ClTyYaiiHble
6nyxpaHust,

HepocTaTku nogxopna:
e Jlonroe BpemMsa paboTbl
® Huskad TOYHOCTb MeToa

N3-3a nmetoLmxca HeLOCTaTKOB AaHHbIN NOAXO[, He NCMOJIb3yeTca Ans
novcka 60TOB B COBpeMeHHo pa3paboTke. OgHako, MeTos,
MCMonb3yeTcs As reHepaLnmn NPU3HaAKoB A1F aJITOPUTMOB
MaLUVMHHOro 0byyeHus. 2

!Sybillnfer: Detecting Sybil Nodes using Social Networks [G. Danezis and P. Mittal,
2009]

2TweetScore: Scoring Tweets via Social Attribute Relationships for Twitter
Spammer Detection [Yihe Zhang, Hao Zhang, Xu Yuan, and Nian-Feng Tzeng. 2019]
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O630p paboT

2. Vlcnonb3oBaHue py‘—lHOVI Pa3sMeTKn OT AO0BEPEHHDIX nosnb3oBaTenemn

CnycTa HekoTOpoe BpeMsi 60Tbl 06HaPYXXNIU YyS3BUMOCTHU
npenblayLLero MeToAa 1 cTann obpasoBbiBaTb 6osbLUE COLMANBbHbBIX
cBs3el C foBepeHHbIMU Nonb3oBaTensMu. Toraa npeabiayLwmii MeTop,
6bl111 yCOBEPLUEHCTBOBAH AOMONHUTENbHbBIM YPOBHEM PUNbTPALUM -
pa3MeTKOM OT foBepeHHbIX NoNb3oBaTenei. 3

HepocTtaTku nopxopa:

o [lonroe oXxnpaHue pasMeTKu

L4 I'Ipo6r|eMa NPMBATHOCTU OAHHbIX nosib3oBaTenewn

3. CoBpeMeHHbIl NoAX0[ - METOAbI MAaLUMHHOMO 0byYeHus

3Social turing tests: Crowdsourcing sybil detection [G. Wang, M. Mohanlal, C.
Wilson, X. Wang, M. Metzger, H. Zheng, 2012]
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MeToabl MAaLLMHHOIO o6yqu|/|9|

3.1 AHanus cogepXxnMoro nybnvkaLmii nonb3osaTens

[na aHanusa ncnonb3yeTcs TEKCT coobLieHni, poTorpacdum, BULEO.
Ony6n1MKOBaHHbIN KOHTEHT 06pabaTbiBaeTCs METOAAMM MALLUMHHOIO
0byyeHus, nHorga obbeaMHsAETCs C NpU3HaKaMun Nonb3oBaTens. Takoe
peleHne 3 deKTMBHO paboTaeT AN coumanbHbIX CeTeN C 0gHUM
TUMNOM KOHTeHTa. 4

3.2 AHanu3 gaHHbIX aKKayHTa Nosib3oBaTerns

Mlcnonb3ytoTcs TONbKO MeTafaHHble aKkayHTOB, TaK1e KaK UMsl, BpeMs
CO3[aHNs, KONMYECTBO ONy6NMKOBAHHOrO KOHTeHTa. Ha ocHoBe
NOMYYeHHbIX AaHHbIX NPOBOANTCS aHaNN3 MeTofaMM KnaccudrKaLmm n
knacTepn3saumun. CIOXHOCTb NPeCTaBAseT BbIGOP 1 NofyYeHe
NPW3HaKoB. °

“Detecting spammers on social networks [Xianghan Zhengab, Zhipeng Zengab,
Zheyi Chenc, Yuanlong Yuab, Chunming Rong, 2015]

®Detection of spam-posting accounts on Twitter [Isa Inuwa-Dutse, Mark Liptrott,
loannis Korkontzelos, 2018]
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[Mpobnembl ML pelueHui

® PaboTbl pacCMaTpMBalOT y)Ke CObpaHHble fAaTaceTbl U He paboTatoT
B peXX1Me OHNaliH. 13-3a 3Toro He oNTUMU3MpPYeTCs KONIMYEeCTBO
MPU3HAKOB U CJTOXXHOCTb UX MOJTyYeHUs

® PelieHuns A0anNTUPOBaHbI MO KOHKPETHbIE COLMalibHbIE CETU N
MCNOoNb3yrT UX OCO6EHHOCTVI, d 3HA4unT, He BCe NMPU3HAaKN MOXXHO
nepencrnonb3oBaTb

® [cnonb3ytoTca HebonbLuMe UK NIOXO pa3MeyeHHble Habopbl
JaHHbIX A5 0byyeHusa 1 TecTupoBaHus. Hanpumep, pasmeTka
NPOM3BOAMTCSA Ha OCHOBE NyBJIMKYEMOro KOHTEHTa

e CJ/I0)KHO CpaBHMBATb pe3ysibTaTbl paboT Mexay coboli - pa3Hble
coumanbHble CeTU U HAabopbl MPU3HAKOB HE NMO3BOJIAIOT
nepencnonb3oBaTb AaTaceTbl A8 TECTUPOBAHUS MoAenel
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Llenb n 3apaun

Co3paTb MoLenb Ans KnaccupuKawmm nonb3oBaTenen Ha
L06poCOBeCTHbIX, 60TOB 1 B3NIOMaHHbIX B MH(PaACTPYKType
couunanbHon cetn BKoHTakTe

3apaum:

L4 CO3,£I,aTb MHCTPYMEHT 014 c6opa OaHHbIX MOJ1Ib30BaTEJIbCKUX
AKKaQyHTOB 13 cou,maanoﬁ cetn BKoHTakTe

e CobpaTb gaTaceT 0N oby4yeHuMsa U TeCTUPOBAHUSA Mogenen

e Co3paTb Mofesb AN KaccudUKaLmm nonb3osaTenel Ha Tpu
Knacca: [obpocoBecTHble, hanbCcMbULUPOBAHHbBIE N B3STOMaHHbIe

¢ [lpoTecTMpoBaTb MOLESb Ha COBPaHHbIX fJaTaceTax U Ha
MOCTYMNatoLLLEM OHJIAMH NOTOKE NOJIb30BATENbCKUX AAHHbIX
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NHCTpyMeHT cbopa AaHHbIX

Tpe6oBaHUsI K UHCTPYMEHTY:

NHCTpyMeHT posikeH cobrpaTb AaHHble U3 COLMANIbHOW CeTu
BKoHTakTe, 0bpabaTtbiBas 600 MAIH nonb3oBaTesiel MeHblUe YeM 3a 24
Yaca.

CBoiCTBa MHCTPYMEHTa:
e Jlna kaxkgoro nosib3oBaTtens cobmpaetcs 110 npnsHakos,
NPU3HAKM YUTAIOTCSH U3 Pa3sIMYHbIX UCTOYHMKOB 1 633 faHHbIX

® 3anyck cbopa AaHHbIX KaXKAbl AeHb, OOHOBJIAEM OaHHble ANs
nonb3oBaTesiell, KOTOpble COBEPLUANN LENCTBUS 3a NMOCTEHHIO
Hepento

OcHoOBHblIe orpaHuveHus:
Konunyectso 3arnpocoB Ha 3anncb 1 BpeMd nojly4yeHna OTBETOB OT 6as

OaHHbIX.
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Peanusauns MHCTpyMeHTa cbopa AaHHbIX

® lcnonb3yeM xpaHuuLLe KJtoY-3HavyeHe BMeCTO penauNoHHOM
6a3bl JaHHbIX A9 YBeTMYEeHNss CKOPOCTH paboTbl

L4 CoxpaHeHme TOJIbKO HEHYJIEBbIX OaHHbIX B XpaHUnLLe, 0gHako
3annmcbiBaemMm OLLIM6Ky nony4vyeHna OaHHbIX

e Ob6beguHeHMe 3aNpoCoB NoJIb30BaTEeSeN C y4eTOM MMeloLLerocs
LWapAMPOBaHMS, pacrnpefesieHns faHHbIX Mosib3oBaTesnel Mno
cepBepam

® lcnonb3oBaHue 1 peanusaumsa ceteBoro ThreadPool gns
pacnpegeneHns HarpysKu no BpeMeHm

Pesynbrat:

Bblno focTUrHyTo Bpems paboTbl 8 4acoBs, B feHb CObMpPAOTCA AaHHble
018 90 MIH aKTUBHbIX MoJib30BaTeNen
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[MpenobpaboTka AaHHbIX

B cobpaHHOM pgaTaceTe NpucyTCTBYIOT BUHAPHbIE, BELLECTBEHHbIE U
KaTeropwuasnbHble AaHHble. BMHapHble 1 BellecTBEHHbIE He TpebytoT
LLOMOJIHUTENbHbIX Mpeobpa3oBaHMii, OLHAKO BO3ZHUKAET
HeobxoaMMOCTb BbIbOpa NpencTaBneHns A5 KaTeropuasibHbIX
JaHHbIX. [1n5 5Toro 6b11M NPpOTECTMPOBAHbI ClieAyoLLMe METOLbI:

e ConocTaBrieHWe 3HaYeHU o NPM3HaKa 4Yncna nonb3oBaTenen c
3TUM 3HA4YEeHNEM, Bbl6l/lpaﬂ TaKNM o6pa30M Hanbornee
pacnocCTpaHeHHble 3Ha4YeHUSA

e ConocTaBfieHNe 3HaYeHMIO MPOLEHTHOE OTHOLLEHMeE
336JI0KMPOBAHHbIX MOJIb30BaTeNen, YTObbl BbISBUTL Hanbonee
NoLo3pUTesbHble 3HaYeHUs MPU3HAKOB

® PyyHas rpynnupoBKa 3HaYeHMI NpU3HAKa, OCHOBaHHas Ha
aHanun3e aKTUBHOCTU Nosb3oBaTenei

B ntorosoit peanusauun 6bin Bbi6paH TpeTUin CNOCOb KOAMPOBAHNS
MPU3HAKOB KaK CaMblii 3PP EKTUBHbIN OTHOCUTENbHO BaXKHOCTM
KOAMpPYeMOro npusHaka
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YBenmyeHne Konm4yecTsa pa3dMeyYeHHDbIX OaHHbIX

Mpobnema:
MeeTcs MHOXKeCTBO NoJsib30BaTesIel y KOTOPbIX He BbIbpaH Knacc, HO
“MeeTCs AONYyCTMMOE MHOXECTBO K/1acCoB.

[na peweHuns aTon npobnembl ucnonblyetcs Mmetop Partial Label
Learning, 4ybsa 3afa4a BbI6paTb OLMH BEPHbIN KACC U3 MHOXKeCTBa
AOMYCTUMbIX; UCMONb30BaH anroput™ PALOC ©. [Ins ncnonb3osaHus
3Toro MeTofa bbin fobaBneH YeTBepTbIl KNacc ' cepBUCHbIN
nosnb3oBaTesNb” - MONb30BaTeNun, Ybe NoBeaeHne Noxoxe Ha 60ToB,
O[HAKO OHW MpUHAANEXXaT HOAAM.

MNpoBeaeHa [ONONMHUTENbHAA NPOBEPKA 4119 OBEPEHHbIX
nosib3oBaTesiel: U3 gaTaceTa 6bIn yaaneHbl Te, Ybs aKTUBHOCTb Bbina
nopo3spuTtenbHoi. [lng ganoHelwen paboTbl 6bISM UCNOMb30BaHbI TPU
knacca: 120 Toic. 60T0B, 170 ThiC. B31IOMaHHbIX, 10 MJIH. [OBEPEHHbIX
nonb3oBaTesnieit, U3 KOTopbIX 6bINK clyvanHo BbibpaHbl 200 Tbic. gna
ZJanbHenwero obyyeHus.

5Towards Enabling Binary Decomposition for Partial Label Learning [Xuan Wu,
Min-Ling Zhang, 2018]
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Pa3paboTka Mozenu knaccmpuKkaumum

OpnvH NpoTMB BCEX MynbTuknaccunpmkaums
Ulieho HeobGxogumo cosgaTtb
Knaccugukaro| 9 KaXXO0ro OnuH KnacecndukaTo,
KnaccugunkaTopos ® pan KA A ® P
Knacca
Monb3oBarenb MOXET
Yucno KnaccuguumpoBartbca
lNonb3oBarenb Bcerga
onpegensieMblX | MHOXeCTBOM KN1accoB, 6o He
nonagaeT B OQVH Knacc
Knaccos KnaccnguumpoBaTbCs HA
OLHUM U3 HUX
Mpu ob6yyeHnn
Yao6creo KnaccugnkaTopbl He 3aBUCAT Bbluncnerne owmnbku npm
oE\iictina apyr ot gpyra. BoamoxHoOCTb =~ 06y4YeHn NPOUCXOANT MO BCEM
Y 06HOBNATL MOAeNb ANs Knaccam

Kaxkgoro Kjacca HezaBMCUMO

Bbin BbIbpaH noaxon "OanH npoTtus Bcex”. MNonbop napameTpos ans
MoJesiei oCyLLecTB/IeH C MOMOLLbIO NoMCKa Mo ceTke. [ Bbibopa
NoJie3HbIX 415 MOAENW NPU3HAKOB MUCMOb30BaJICA UTEPALMOHHBbIN
aIropuM yLaneHusa Np1M3HaKoB.
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TecTupoBaHue

CpaBHeHue ¢ opyrummn pabotamu:

Precision Recall F1
SybilSCAR 0.661 0.436 0.436
TweetScore 0.989 0.914 0.946
Tweet Random Forest 0.93 0.92 0.93
OTta pa6oTa 0.971 0.946 0.958

Cpelv HalifeHHbIX MOLepaTopaMm B3JIOMAHHbIX MOJib30BaTeNen ans
pasHbIX OHeWn:

AeHb Bcero pelweHuid, coenaHHbix | Yncno owmnb6o4HbIX peweHuii  MpoueHT

MoaepaTopamu Moaenu OWUNGKN
#1 8200 764 9.3%
#2 2478 197 7.9%

#3 2424 165 6.8%
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PesynbTaTbl

® Peann3oBaH MHCTPYMEHT, reHepPUpPYIOLWMIA AaTaceTbl U3 AaHHbIX
nonb3oBaTene BKoHTakTe. MIHCTpyMeHT cobunpaeT faHHble cpenn
600 MIH nonb3oBeTanen 3a 8 yacos.

e CobpaH fgaTaceT M3 aKTUBHbIX MONb30BaTeNel, Ybsi NOCNENHAS
aKTMBHOCTb bblNia He 6osiee YeM Hepento Hasad. CobpaHo 110
npu3sHakos ans 90 MNH. nonb3oBaTenemn

e Co3paaHbl M NPOTECTUPOBAHbI MOAESM HA MOCTYNAOLLMX OT
MOLEPaTOPOB PeLLUEeHNsX, MPOBELEHO CPAaBHEHME C MOLENSMU U3
Apyrux pabot

® [lony4eHHOe pelleHne MHTErpUpPoOBaHO B MHPaCTPYKTYpy
BKoHTakTe

e [lo utoram paboTbl NNAHMPYETCS BbICTyMNIEHME Ha KOHdepeHUun
Antispam & Antifraud meetup B Mail.ru Group
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