
Persistency semantics 
of the ext4 filesystem
Ilya Kaysin

Research supervisor: 
PhD Anton Podkopaev,
HSE, JetBrains Research

Reviewer: 
PhD Christopher Pulte,
University of Cambridge



// a = b = 0
a = 1
b = 1
// a = b = 1

Memory

 1/9



// a = b = 0
a = 1
b = 1
// a = b = 1

// a = b = 0

Memory

 1/9

crash 



// a = b = 0
a = 1
b = 1
// a = b = 1

// a = b = 0

// a.txt = b.txt = “0”
a.txt <- “1”
b.txt <- “1”
// a.txt = b.txt = “1”

// a.txt = b.txt = “1”

Memory HDD

 1/9

crash 



// a = b = 0
a = 1
b = 1
// a = b = 1

// a = b = 0

// a.txt = b.txt = “0”
a.txt <- “1”
b.txt <- “1”
// a.txt = b.txt = “1”

// a.txt = b.txt = “1”
//  “0”      “0” 
//  “1”      “0”

 1/9

Memory HDD

crash 



// a = b = 0
a = 1
b = 1
// a = b = 1

// a = b = 0

// a.txt = b.txt = “0”
a.txt <- “1”
b.txt <- “1”
// a.txt = b.txt = “1”

// a.txt = b.txt = “1”
//  “0”      “0” 
//  “1”      “0”
//  “0”      “1”

 1/9

Memory HDD

crash 



// f.txt = 0

P

Concurrent environment

 2/9

Persistency: what is observable 
after a system crash and restart

// f.txt = ???



// f.txt = 0

P1  ||  P2  || ... || Pn

Concurrent environment

 2/9

Persistency: what is observable 
after a system crash and restart

// f.txt = ???



// f.txt = 0

P1  ||  P2  || ... || Pn

// f.txt = ???
Consistency: what is observable 
by concurrent threads

Concurrent environment

 2/9

Persistency: what is observable 
after a system crash and restart

// f.txt = ???



Motivation
● Filesystems are complicated 

● Ext4 – the most popular modern filesystem in Linux. 

Optimisations => obscure behavior => bugs

● For formal verification, formal semantics is required
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mathematical model defining what can be 

observed (1) by other threads, (2) upon a crash



Related work
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Filesystem models

● Development of a Verified Flash File 
System [Schellhorn et al. ABZ 2014]

● Specifying and Checking File System 
Crash-Consistency Models [Bornholt 
et al. ASPLOS 2016]

Weak persistency models

● Persistency semantics of the 
Intel-x86 architecture [Raad et al. 
POPL 2019]

● Weak Persistency Semantics from 
the Ground Up [Raad et al. 
OOPSLA 2019]
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Filesystem models

● Development of a Verified Flash File 
System [Schellhorn et al. ABZ 2014]

● Specifying and Checking File System 
Crash-Consistency Models [Bornholt 
et al. ASPLOS 2016]

Weak persistency models

● Persistency semantics of the 
Intel-x86 architecture [Raad et al. 
POPL 2019]

● Weak Persistency Semantics from 
the Ground Up [Raad et al. 
OOPSLA 2019]

But no model encompasses both:                         

filesystem consistency and persistency 



Objectives:

1. introduce a general filesystem framework

2. specialize the framework to build the ext4 semantics

3. adapt the ext4 semantics for formal verification

Goal:  developing a formal model of ext4 compatible 
with formal verification
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General framework scheme:

A program Execution 
graphs(1) (2)

Persistent 
graphs(3)

Consistent 
graphs

Objective 1
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V = Events (Read, Write, …)

E = Orders/Relations (po, rf, …)
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(2) Consistency: 

Based on the C++ memory model

(3) Persistency: 

● Defines snapshots - sets of writes surviving a crash

● Enforces the recovery to read from a snapshot

● Based on the persists before relation (pb) – the 

order in which writes become durable
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Objective 2

Goal: specializing the framework for ext4 

1. Define execution generation from programs

2. Define pb

Methodology: 

● consulting the sources (VFS + ext4)

● running litmus tests
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Objective 2

Goal: specializing the framework for ext4 

1. Define execution generation from programs

as a procedure generating events for each 

system call

2. Define pb

as the minimal relation satisfying the axioms:

Methodology: 

● consulting the sources (VFS + ext4)

● running litmus tests:

○ data race tests for consistency

○ write tests for persistency

 7/9

Correctness

=>



Goal: adapt ext4 semantics for effective formal verification

Objective 3

(3) Persistency: 

recovery reads from a snapshot
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(3’) Persistency: 

executions do not contain certain paths

Exponential

Axiomatic

Can be used by 
model checkers

Equivalent to 
(3) (proved)



● Built the general filesystem persistency+consistency framework
(employs order pb; applicable to other filesystems and NVM)

● Constructed the ext4 semantics
(by consulting the sources + running litmus tests)

● Adapted the semantics for formal verification
(it helped to found anomalies in nano, vim, emacs)

● The work was published on POPL’21 (CORE A*)

Results

M. Kokologiannakis, I. Kaysin, A. Raad, and V. Vafeiadis. PerSeVerE: Persistency semantics 
for verification under ext4. Proc. ACM Program. Lang., (POPL), 2021



Backup slides



Data loss anomalies in text editors



Persists Before (Ext4 specific)



write(a.txt, “hi”)

System Call  -> Events



I/O Stack



Consistent executions

1.

2.





System Calls
Open:

Reading:

Writing:

Close:

Directory operations: 

Synchronization:

d = open(“foo.txt”, O_APPEND)

r = read(d,3) 
r = pread(d,3,42)

write(d,”foo”) 
pwrite(d,”bar”,0)

close(d)

sync, fsync

create, link, unlink, rename





// a.txt = “000...0”
a.txt <- “111...1”

     a.txt    
 “000000000000”      
 “110011110000”
 “111100001100” 
 “111111111111”
      ...

Пример: перезапись

● Сектора записываются атомарно
● Сектора внутри одного блока упорядочены


